November, 

/ WSMOHANUU’i UPON A PROPOSED CENTRAL ORGANIZATION AT COAST 
GUARD HEADQUARTERS FOR PERFORMING CRYFTANALYTIC WORK. 

********** 

Liquor smuggling activities along the coasts of the United States are 
absolutely dependent uoon the maintenance of systematic and reliable com** 
nninications between the shore stations which direct the movements of the 
large supply vessels hovering outside the tv-’elve mile limits and the speed 
boats that contact the suoply vessels and land their cargo ashore. These 
communi cat ions can be conducted by means of only one agency, namely radio. Com¬ 
munications transmitted by this agency are subject to interception by govern- 
mental authorities and, realizing this situation quite thoroughly, the interests 
engaged in smuggling have from the first end are now employing more or less 
complex codes and ciphers. 

The most promising point of attack that can be made in the effort to 
eliminate or curb to a minimum these smuggling activities would therefore con¬ 
sist in the systematic interception and solution of the communications ex¬ 
changed between the cooperating smuggling vessels and the directing shore stat¬ 
ions. In addition to the interception and solution of these communications 
there exists the very real possibility of locating by means of radiogoniometry 
or direction finding, the transmitting stations both ashore and afloat. 

YThen a shore station is located, its operation can be eliminated by 
governmental action. The recent success of the CG-210 in locating three shore 
stations on the Atlantic Coast and their immediate seizure by Department of 
Justice agents has demonstrated conclusively the value of this type of worA and 



r 








nothing further need be said in this memorandum concerning it. 

For the past several years intercept activities maintained both by 
t.ie Coast Guard and by other agencies concerned with the enforcer.ent of the 
law regarding smuggling have yielded a very large volume of communications 
passing between shore stations and ships engaged in smuggling. With the ex¬ 
tremely limited personnel available for work in connection with the solution 
of this intercepted traffic little has been accomplished compared with what 
might have been and still might be accomplished were an adeouate and trained 
force availaole for solution activities. For the most part the smugglers 
use extensive code books wi.ic:. they usually compile or have compiled for them 
by code firms. From a tecjJiical point of view the solution of code messages 
is much more difficult and requires much greater time and effort than does 
the solution of ciohers. Horeover, in the case of code the mere breaking 
down of the basic system is only the beginning of the work, because, unlike 
cioher systems, the solution of one message discloses very little about the 
remaining messages. The solution of code is a 1 ong-drawn-ou t orocess, which 
must be continued throughout the life of the code, if all messages are to be 
read. It may be stated that every system employed by the smuggling interests 
has Deen solved but in no case has it been possible to read all of the messages 
in view of the large amount of labor involved and the lamentable lack of 
oersonnel to accomplish the work. 

The purpose of this memorandum is to set forth the minimum personnel 
that would be required to conduct the work of a solution unit at these head¬ 
quarters in such a manner as to collect as much information as can possibly bs 
obtained from this source. This central unit would also function as a train¬ 
ing office for warrant officers who would bo assigned to headquarters for a 



‘’ ji sic & year and wiio njiuld l*i * # ^ ^v w*€ field to 

- v .* Ci-Aige of a station uin wr t. e *u «rrl> ti'< <y* Mu we* -/.It. 

ihe present section consists >f iwv • »»<, <• aa^ 

* C-.srt. as a miniouu there s-.ou.Id te i * foliywK#- ye/*'.*'«lt 


Cryotanalyst in charge 

Srs t 

XT/TT 

AYSJ 

Assistant cryotanalyst 

P-i 

w//j 

2000 

One senior cryptographic clerk 

CAP-b 

w//j 

2000 

Cne cryptographic cleric 

CAP-4 

IH'/j 

leoo 

Ihree asst, cryotograpnic clercs 

CAP-3 

IL&j 

*i4,eoo 


The specifications and r«qui regents of personnel to fill these posi¬ 
tions form the subject of a sep&r&.e ae&oranduo. 

She expenditure of tne foregoing amount of money In tne manner outline 
in 3 olving secret com. arnica ti on * 7 *terns would accomplish vastly more concrete 
nsalis than many times that sura scent in ecuippixv: and maintaining Coast 
>»ssri 7 es°els enraged in a more or lees blind s arch for -WiGgXun. 

In the latter case it is almost wirsly a matter of accident if a Coast 
uari 7essel finds a speed boAt aclrv’ contact with a large' - russ-runner, or 
returning from such a contact. Tit-, a properly funet ionium unit for Trading 
.'ft Places' secret systems of cor»rf*alcnt Ion, i e CVsst fn.-uv vessels can ce 
1 * foroied ootn as to time and ol^ce of ccmlat t . rut* ' the Coast Ou.v?\i 

%trr first of all orevent the eot.taeij or if t. **> tduM'te to allow tie contact 
*,*, •><* rvp.de, the Coast Guard yep«*l can t, >eti *>* e u \a such a as tc 

seif* the returning liquor-M/^ r *peed mm»« tlVMn or without the 

f»v* t re-mlle limit; and lastly# *1t- tie m evaMa^Ve landing 'vlntt 

rA&mri, every effort can b» e^erte^ t'» c*re?e**i inf , k concrete *\* 

is the message sent at * P# *. on •hh.h.u*. \*r<\ Ivin* 4 AX, * 

station, the location of C , t * .i-tia * * r* 




-4- 


CEE Y I B 0 G N W 1 F Y L 0 WFYJE 

V .' Y D H 0 T7 Y B E C V, Y B U G W Y B F 0 

Plain text: The JOHN MANNING'S position now 

42 miles South by East Fire Is¬ 
land Light. 

The snore station uses this information, then, to instruct the speed 

boats from shore to oroceed to the JOHN MANNING and load cargo. 


Much can be accomplished through intercepted code messages, even where 
the stations sending and receiving such traffic are so far away as British 
Honduras and British Columbia. For instance, on September 29, 1930, the 
shore station at Vancouver, B. C., operated by the Consolidated Exporters 
Corporation, sent the following secret message which was to be relayed to the 


rum-runner CORAZHL which operates along the Coast of the Gulf of Mexico: 
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When reduced to plain text this message reads: 


"Harry cannot tahe goods now. Proceed 50 miles east Brit 
ton Island and rive to Louis when he comes." 


This message, as soon as it was reduced to English, was forwarded to 

the Commander of the Gulf Division for action. 

# 

Constant evidence is received of the activity of the Coast Guard as a 
result of sucn information as the foregoing. On August 26, the following 
message was sent from Belize, British Honduras, to J. L. Kennedy, Galveston, 

Texas: 

FJEUWZMWMQ JVWBLTUOQU W W B J I 
VDIMR OOWUMT. CJZM QYWMJCWDJM 
PJZBEJVMWJ VWBLTUOETB JIVDI 
M R 0 0 W UTZWTZWLYS WVTMJCWQTC 
WMTZWGMT • . ,. 

The plain text of the message reads: 



!!. LANRZNCE chased for three days by cutter 
COMANC*IE. I came back and was chased for two 
cays by cutter One One Five, so came home. 

(Signed) Conexco (Consolidated 
Exporters Corporation). 

Cn the otner :.and, there is also much evidence as to what might have 
been accomplished had the secret messages of the Blacks been known to the 
Coast Guard vessels at the proper time. 

On September Cl to 2?, 19F0, a series of code messages passed between 

the BEAR CAT and JOHN KARTING, rum-runners, operating around New York, and a 

shore station. The plain text of this series was as follows: 

JOHN MANNING: Our position now is 68 miles South 
Southeast Shinnecock Light. South twice, old man: 
take note of tljat position. Is cutter there yet? 

If cutter there yet, nothing doing old man. 

BEAR CAT: Still being trailed by 125-footer but 
escaped cutter - other friends, ha! 

JOHN MANNING: Come out 40 miles South east Fire 
Island Light Ship. 

JOHN TANNING TO SHORE STATION: BEAR CAT still be¬ 
ing trailed by 125-footer, fold him £0 way out 
and try elude cutter. 

The following day the vessel reports: 

BfAP. CAi: Am now 120 miles South South East Fire 
Island Lightship and still going. Advise. 

SHORE STATION: Keen on ^oing. Cutter not likely 
stay much longer. 

The next day v/e follow their movements thus: 

BEAR CAT: Ky position now over 200 miles South 
South East Fire Island Lightship. Advise. 

At this point the Coast Guard vessel dropped the Black. If the con¬ 
tents of the foregoing messages had been 'mown to the base to which the 125- 

footer belonged, the latter would certainly have been ordered to stay with 
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the Black indefinitely. But the Coast Guard ceased trailing, unaware that 
the Blake was acting under definite orders to go out to a distance great 

enough to convince the Coast Guard that she was continuing to sea. Having 

# 

lost her picket the Black promptly returned to the rendezvous designated for 
two days previous and made contact. 

One of the most conspicuous examples of the great value of the solution 
of secret messages, is the case of the IMALONE, the rum-runner sunk by the 
Coast Guard in the Gulf of Mexico in March, 1929, How the Canadian Govern¬ 
ment has pressed charges against the United States for sinking a British ves¬ 
sel, claiming violation of international law, is now a matter of history. 

But what is not known, even to the Canadian Government, is the existence of 
a file of messages in enciphered code, turned over to the American authorities 
by this office, which show beyond doubt that the o?/ner of the IMALONE was an 
American. This man is now awaiting trial in the United States Federal courts 
on civil charges; if he is convicted the arbitration of the IMALONE case will 
automatically collapse, and the United States will be extricated from the ex¬ 
tremely embarrassing situation of attempting to prove a moot point of inter¬ 
national law. Yet this American’s identity was discovered only by means of the 

secret messages heretofore mentioned. 

As can be seen from the foregoing, the achievements in the past have 

been well worth noting. These can be increased a hundred fold by a suffi¬ 
ciently staffed and thoroughly organized unit, such as is the subject of this 
memorandum. Y/hat has in the past been only of occasional benefit to the 
Coast Guard vessels operating against the Blacks, can and would become a 
daily factor, the importance of which cannot be overrated. At the present 
time each Coast Guard vessel travels thousands and thousands of miles an¬ 
nually in a blind search over a given area. In the future, under such a 
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